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Table 1: Security Clearance Requirements* 

Hardware 
Catalogue 

l - -

Any personnel providing: 
• Delivery, move, on

site installation
service of printing
and scanning
equipment

Any personnel providing: 
• On-site configuration

and maintenance of
Printing and
Scanning equipment

Personnel Security Classification 

Applicable 

Applicable 

None (Escort 
required) 

Reliability 
Status** 

Delivery, move and on-site installation consists of: 
• Packing/unpacking Hardware and all associated

components;
• Performing move of equipment
• Inspecting for damage;
• Assembling/Disassembling, setting up all associated

components
• Installing per manufacturer specification;
• Running standard test/diagnostic;
• Coordinating the removal of packing materials which cannot

be recycled at the Identified User's location; and
• Providing basic operating information.

On-site configuration and maintenance consists of: 
• Configuring the device (ex. IP Address, firmware/software

updates, enabling/disabling appropriate features, device
status notification, etc.) to ensure it performs as per the
client's request;

• Ensuring that the supplied Hardware and any additional
accessories are kept in good working condition at all times;

• Systems Integration (if required);
• Preventive maintenance (required to inspect, lubricate and

adjust the equipment, replacement of maintenance kits, etc.)
performed during the Principal Period of Maintenance (PPM)
date.

·• Remedial maintenance, and/or repair service on all
Hardware, including replacement of unserviceable parts and 
labour, performed during the PPM 
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Any personnel providing 
Telephone Support Service 
(Help Desk) 

Any personnel with physical 
DISO - Managed I access and/or logical (remote
Print Services and local) privileged access 

to WTD Print Service 
Infrastructure at Contractor 
Service Delivery Points 
and/or on GC premises. 

Any personnel involved in the 
development technical 
solutions design and 
engineering 

Any personnel identified in 
the RFP for evaluation 
purposes 

Not Applicable 

Applicable 

Applicable 

I Applicable
I 

I Telephone Support Service (Help Desk) consists of: 

None 
• Providing live agent support during the PPM;

I • Addressing request for information on products, supplies,
support, invoicing, existing orders and programs; • Addressing all hardware related issues; and,• Creating and assigning incident tickets for on-site
maintenance and re air.

This refers to any personnel performing installation, day-to-day 

Secret support, operations and maintenance of WTD Print Service 
Infrastructure. This includes but is not limited to the following: • Print device management console

0 Device discovery 
0 Device configuration 
0 Remote diagnostic 
0 Firmware upgrade 
0 Supplies monitoring and management 

• Print management solution
0 Pull Printing 
0 Mobile printing • The creation, modification, management or deletion of WTD

Print Service Operator and/or Administrator account
privileges

Technical solutions design and engineering consists of: 

Reliability • Development of technical solutions such as technical
I 

architecture, data communications, system integration and
system development• Resolution of complex technical issues (e.g. third level
support)

r 
-� 1 This refers to personnel identified as contact for the DISO 

Reliability 
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Any personnel involved in 
Security Operations and/or 
Security Assessment 

Any personnel providing 
Service Desk support 
services for MPS 

Applicable I Secret 

t 

Not Applicable I None 

*Requirements apply to contractor and sub-contractors personnel

This applies to any Personnel with roles and responsibilities related 
to security functions including security incident management & 
investigations, security monitoring, vulnerability assessments, 
vulnerability management, security assessment and related 
functions. 
Service Desk support services for MPS consists of: 

• Providing live agent support during the PPM (phone, chat
email);

• Addressing request for information on products, supplies,
support, invoicing, existing orders and programs;

• Addressing all hardware related issues; and,
• Creating and assigning incident tickets for on-site

maintenance and repair.

** Contractor and sub-contractor personnel may require a valid Enhanced Reliability Status in order to perform work in locations where information 
originating from or produced by the RCMP as determined by SSC and/or the RCMP. This also includes but is not limited to all print jobs, print data, 
filenames, account, credential and related identity, credential and access management (ICAM) data either in electronic or paper form. 

Document Safeguarding Capability- No I 
Yes*** I No**** I 

Secret. I 
Document Safeguarding Capability Yes*** i Yes*** I No**** 

I 

Protected B 

Data Residency I Yes*** Yes*** ! No****I 
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*** Applicable to the Contractor location(s) where GC Protected Data and above, is being accessed, stored or processed (Not applicable for GC 

Unclassified Data) 

**** Assumes Contractor Service Desk operations do not involved access to, storage or processing of GC Protected Data and above. 
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